l, , understand that a number of tools and methods that | will learn
during or as part of this course must be used only within controlled, laboratory environments approved
by my instructor. Specifically, these tools and/or methods are:

e Multiple VM’s to build and execute networked attacks on personal laptop

e Using tools such as Netwox, Metasploit, Wireshark, and others to execute attacks on a targeted
system

e Execution of vulnerabilities such as XSS, SQL, Buffer Overflows, and others which can be used to
exploit systems.

e Any other tools or exploits which may be demonstrated and/or taught as part of the course

I will consult with my instructor if there is any question as to whether some tool or method may be used
on the Internet, any USMA network, or any other network not managed by my instructor. | further
understand that there can be dire consequences for the inappropriate use of these tools and methods,
and such use could violate the DoD Information System User Agreement, USMA regulations, or federal
law. Such violations could result in separation from USMA or criminal charges. It is my responsibility to
maintain awareness of the related laws, regulations, and policies and ensure that | remain compliant with
them.

Signature:

Date:




